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Mr. William F. Caton
Secretary
Fed«al Communications Commission
1919 M Street, NW, Room 222
Washington, DC 20554
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Dear Mr. Caton:
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GeHular
Telecommunications
Industry Association
1250 Connecticut
Avenue, N.W.
Suite 200
Washington, D.C. 20036
202-785-0081 Telephone
202-785-0721 Fax

On Friday, May 5, 1995, the Cellular Telecommunications Industry Association
("CTIA") represented by Mr. Michael Altschul, Vice President and General Counsel;
Mr. Randall Coleman, Vice President, Regulatory Policy and Law; Ms. Andrea Williams,
Staff Counsel; and Ms. Catherine Massey, Regulatory Counsel, McCaw Cellular
Communications, met with the following Commission staff in separate meetings to discuss
ESN security and the cloning of cellular telephones:

Mr. Rudolfo Baca, Legal Advisor to Commissioner James H. QueUo
Ms. Jill Luckett, Special Advisor to Commissioner RacheUe B. Chong
Ms. Lisa B. Smith, Legal Advisor to Commissioner Andrew C. Barrett

At the meetings, CTIA presented the attached documents. Pursuant to Section
1.1206 ofthe Commission's Rules, an original and one copy ofthis letter and the
attachments are being filed with your office. Ifyou have any questions concerning this
submission, please contact the undersigned.

Attachments

No. of Copiesrec'd~
UstA Be 0E



,-. CTIA ~.. Building The Wireless Future.

Combating Wireless Fraud: Maintaining the
Integrity

of Factory-Set Electronic Serial Numbers

Ex Parte Presentation
CC Docket No. 92-115

May 51995



--
THE "EMULATION" OF ELECTRONIC SERIAL

NUMBERS =CLONING

• The Electronic Serial Number (ESN) is a unique number assigned to
a cellular phone by the manufacturer. Section 22.919 of the FCC's
rules requires the ESN to be fixed and unchangeable, thus
establishing a unique fingerprint for each phone. The cellular
industry relies on ESNIMIN (Mobile Identification Number) pairs to
validate its legitimate customers.

• Cloning refers to a method by which the original, factory-set ESN of a
cellular phone has been altered, transferred, removed, or modified
then reprogrammed into another cellular phone.

• Cloning fraud, the most prevalent type of cellular fraud, requires the
ability to obtain valid ESNIMIN pairs, erasing the existing ESN from
a cellular telephone and replacing it with a copied or cloned ESN.
Once stolen ESNIMIN pairs are entered into cellular phones, the
cloned telephone is able to gain unlawful access to cellular service.

• Cloned telephones are used not only to obtain free cellular service,
but also to conduct criminal activity such as narcotic and drug
trafficking.

• The type of ESN alterationlmodification used and advocated by C
Two Plus Technology and its affiliates cannot be distinguished from
any other cloning of cellular telephones.
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THE FCC'S POLICY AND RULES GOVERNING
THE ALTERATION OF THE ESN

Since 1991, the Commission has clearly stated its policy and rules
governing the alteration or modification of the original, factory-set ESNs
in cellular telephones.

"Phones with altered ESNs do not comply with the
Commission's rules and any individual or company
operating such phones or performing such alterations is in
violation of..•the Commission's rules." FCC Public Notice,
Report No. CL-92-3, October 2, 1991.

"It is a violation of ...the Commission's Rules for an
individual or company to alter or copy the ESN of a cellular
telephone so that the telephone emulates the ESN of any
other cellular telephone. Moreover, it is a violation of the
Commission's Rules to operate a cellular telephone that
contains an altered or copied ESN." Letter ofClarification
from Mr. John Cimko, Chief, FCC's Mobile Services
Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification ofESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two
Plus Technology.

"Alteration of an ESN can interfere with a cellular carrier's
effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or
cloned ESNs are used in a majority of cases involving
cellular fraud••••pbones with altered ESNs do not comply
with the Commission's rules.•••" Letter ofClarifICation from
Mr. John Cimko, Chief, FCC's Mobile Services Division, to
the Honorable Jim Sasser, U. S. Senator, dated June 21,
1994, concerning a constituent's desire to have the same
telephone numberfor each ofhis cellular telephones.
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"Any individual or company that knowingly alters cellular
telephones to cause them to transmit an ESN other than the
one originally installed by the manufacturer is aiding in the
violation of... [the Commission's] rules. Tbus, we advise all
cellular licensees and subscribers tbat tbe use of tbe C2+
altered cellular telepbones constitutes a violation of the Act
and our rules." Part 22 Report and Order, 9 FCC Red 6513.
(1994).
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A FEDERAL COURT HAS ENFORCED THE FCC'S NEW
ESN SECURITY RULE

In Houston, Texas, the U.S. District Court has issued a permanent
injunction against a C Two Plus affiliate. In its decision, the Court
determined that emulation of the electronic serial numbers of cellular
telephones by the defendant, an affiliate of C Two Plus Technology,
violates the Part 22 Report and Order. See Houston Cellular Telephone
Company v. John C Nelson, et ai, Civil Action 8-95-617, (S.D. Tex
March 17, 1995).

While the FCC and the Court have clearly stated that emulation of
ESNs violates the FCC's rules, a recent press release of a C Two Plus
affiliate continues to ignore the ESN security rule by stating that the
FCC's Part 22 Report and Order is an advisory opinion and "is not
legally binding." See Business Wire, Dow Jones and Company,
Charlotte, North Carolina (April 6, 1995).
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THE CELLULAR LICENSEE'S RESPONSIBILITY FOR
ADDITIONAL MOBILE UNITS

• Part 68 of the Commission's rules sets forth the customer-carrier
relationship for the connection of additional phones to wired service.
Under Part 68, it is the customer, not the wireline carrier, that
assumes responsibility for the connection of additional phones on the
customer's premises.

• The FCC, however, has prescribed a very different customer-carrier
relationship for cellular service. The FCC holds the cellular licensee,
not the customer, responsible for effective operational control over all
mobile stations, Le., cellular mobile units, that communicate with the
cellular licensee's base station. See 47 CFR Section 22.912.

• With cloned phones, it is impossible for the cellular licensee to comply
with this Rule.

• The licensee does not control the alteration or
manipulation of the ESN.

• The licensee cannot track or bill the cloned phone.
• Cloned phones which are not controlled or authorized by

the carriers do not fall within the carrier's blanket
license. Therefore, such phones are unauthorized
transmitters and violates Section 301 of the
Communications Act.

• Because the licensee does not control the cloned phone,
the licensee also cannot ensure that the operation of a
cloned phone does not interfere with legitimate
customers' access to cellular service.

• Carriers are increasingly deploying anti-fraud features such as radio
finlerprinting and velocity checking to combat cellular fnud. With
the deployment of such features, a cloned phone can be detected and
removed from the system before the user accesses the system. Thus,
cloned phones customers will be denied access or removed from the
system, regardless of their intended use of the phone.
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RESPONDING TO CUSTOMER DEl\'IAND WHILE
PROTECTING AGAINST CELLULAR FRAUD

• In response to consumers' desire to have two phones with the same
phone number, cellular carriers have begun deploying switch-based
technology which will "look for" or page several phones with the same
MIN.

• Unlike cloned phones, each phone has a distinct, factory-set ESN.

• Unlike cloned phones, the switch-based technology allows cellular
systems to authenticate or validate legitimate mobile units.
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PETITIONERS SEEK RECONSIDERATION OF
SECTION 22.919

• In the Part 22 Report and Order, the FCC stated that Section 22.915,
which governs cellular specification compatibility, has been retained
and renumbered Section 22.933. See Part 22 Report and Order, 9
FCC Rcd at 6526, n. 108 (1994).

• While C Two Plus Technology refers to Section 22.915 in its reply to
TIAICTIA Joint Reply to Petitions for Reconsideration, it does so in the
context of cellular specification compatibility, not ESN security.

• Section 22.919 which govems ESN security, not the cellular
specification compatibility under the former Section 22.915, is at issue
on reconsideration of the Part 22 Report and Order.
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CONCLUSION

• The FCC and a Federal Court have clearly stated that the
"emulation" of ESNs violates the FCC's Rule governing ESN
security.

• The type of alteration or modification of ESNs advocated and used by
C Two Plus Technology to provide "extension" service is pure and
simple cloning.

• To allow such cloning would not only violate the FCC's rules but also
undermine the FCC's policy and recent enforcement efforts to
combat cellular fraud.
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APPENDIX A

1. Business Wire, Dow Jones and Company, Charlotte, North Carolina
(April 6, 1995).

2. Houston Cellular Telephone Company v. John C. Nelson, et aL, Civil
Action H-95-617, (S.D. Tex. March 17, 1995).

3. Plaintiffs Original Complaint and Requestfor Temporary Restraining
Order, Preliminary Injunction and Permanent Injunction, Houston
Cellular Telephone Company v. John C. Nelson, et aL, Civil Action H­
95-617, (S.D. Tex. filed March 1, 1995).

4. In the Matter ofRevision ofPart 22 ofthe Commission's Rules
Governing the Public Mobile Services, CC Docket No. 92-115, Report
and Order, 9 FCC Rcd 6513, 6525-6526 (1994).

5. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to the Honorable Jim Sasser, U. S. Senator, dated
June 21, 1994, concerning a constituent's desire to have the same
telephone number for each of his cellular telephones.

6. Letter ofClarification from Mr. John Cimko, Chief, FCC's Mobile
Services Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two Plus
Technology.

7. Letterfrom Mr. Michael Altschul, Vice President and General Counsel
for CTIA, to Ms. Renee Licht, FCC's Acting General Counsel, dated
November 4, 1992,requesting FCC's written concurrence that
cellular phones containing ESNs modified by the NEPD do not
conform to Part 22 Rules.

8. FCC Public Notice, Report No. CL-92-3, October 2, 1991.
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CHARLOTTE, N.C.-(8USINESS WIRE)-April 6, 1995-The latest innovation in
the
telecommunications industry has come to the Carolinas, bringing convenience
for ·
those who use it and controversy for the government.

The innovation is a ocellularo extension. It enables you to have two or
mo~ .
oceHularo phones on one line. Offered by Affordable oCellularo Extensions
of
Charfotte, an extension costs a one-time fee of $199. In comparison, phone
companies charge $20 to $35 per month for a s.perate phone line.

The extension duplicates a telephone's electronic serial number. The
results:
you can hook. more than one phone to a single telephone number. Only one
phone
mey be used at a time, however.

The service appeals to saJespeople, doctors, lawyers, and other
prof.ssion....
They buy it to stay in tOUCh with the offic:e while in or out of the ear and

remain accessible to clients and staff. Extensions give family members a wey
to
contact each other eesily and provide a sense of security at night •• own.,..
alwey. have access to a phone.

What's the controve~? Phone companies, of course, wish this service
would
disappear. The government he. some questions, too, claiming the service
might
encourage fraud.

In September, the Fedetal Communications Commission issued an advisory
opinion
laying the use of altered ocellularo te.ephones violates the Communications
Aetof
1994. Though the FCC's opinion is not legally binding, the commission i,
conaidering new regulations that might change how ocellularo phones are
produced.

The ocellularo phone market is growing 40" annueUy In the U.S., acc:ordlng
to
industrY r_arch. Some .nely....1m....many. on~third of oeellularo
own........ interMted in extension capablltttes.

For more inforrMtlon on ocetlularo .xt."'o..,cell Gary Raflo, owner of
Affordable oCeiluitro Extensions, at 7041358-1928.

CONTACT: Andr•• Cooper CommunlC1ltions, Charlotte
Andrw Cooper, 7041343-2543

11:38 ET APR 08, 1995
News Source: ...... Wire
IndustrY: IICTS IITLS
Subject: NIBW NIPDT
Market Sector: MIUTI
Geographic Region: RlNC A/NME AJUS AIUSS
.....g. 0489 from PR

DJIPrssR: Copyright 1996 Dow Jones and Company Inc•
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){ouItOt1 IfntlfarD
loWlTEO STATGS OI,sfrllC7 COURT
SOUll.fERN OlSTRICT OF TEUS

ENTEF\FO

MAR 1 7 1995
HOUSTON CEI..Lt..J'l.AA
TFJ..tJ'HONE COMPANY.

Plaintift:

versus

JOHN C. N£LSON. Doina Bum- at Boch
Cell Time CeUular and Action CeUu111' and
DANNY HART. DoinS Business u
.o\ction Cellular and
ArnON CEU1JL.AR EXT9ISION. Inc"

Defendants.

§
, Mjctl~ N. ,...~. ~I\

§
§
§
§ CMLAcnON H·9S-617
§
§
§
§
§
~

f
f

Bued on the stipulations and evidence, the court male. these fIDdinp:

1. Jolm C. Nelson, Jr., wllo hu done buM.. u Cell Tune Cellular and who i.I a
representative ofAction CeUuluExt~ Inc., h&t Iftppd In tho emulation of
the electronic serial numben o(cellulu _hoMi s1nc, August 9, 1994.

2. Duiel K. HIlt, u a rqnHntaUve orAcUcm CeUullt Extensions. Inc.. hu enppcl
in the emu1Idon orthl eletUonic seriaillUtlk'l orcelluIIr telephonel linee December
IS, 1994.

3. Aclion Cellular Extensions. Inc., hu enpaed in the emulation ortbe e1ecUonic: serial
numbers oCceUuIar telephones since December 15, 1994.

4. On May 4, 1911, after noliee in the fldel'l1 &eli", the Fedal COJlUDUJigauon.
Commitsion iJIued the Inquiry into theU. of the Bands 825-145 MIIIIDd 810.890
MHz fbr C.....Coaua1DicationI SYII~ and AmtIldmtftt to Paru 2 and n oetbe
Commission's Ilules1le1ative to Cellular Communications System&. (16 P.C.C. 2d
469 (1911). It l40pted the tedmiCllapecificaUcn fbr cellular telephone. that ach
telephone have a unique electronic aerial nwnber. nus orcS. was publilhld ill the



Federal ReaiIt.on May 21. 1981 (46 Fed. ReI- 27655) with cOtTections on June 16,
1981 (46 fed. Res· 31411).

S. 0:1 Septemb. 9, 1994, after notice in the Federal Register, the FCC i$lucd the
RfNilion ofPart 22 of the Commission Rules Goverrring the Public Mobile Services
(9 FCC Red 6513 (1994). This FCC order was published in the Federal Reliater on
No~mber 17, 1994 (59 Fed. R.ea. S9502).

6. Houlton CeUular hu suffcnd i1reparable damase IS I consequence ofdefendantl'
emulation or1he electronic serial numbers of edlular telephon. for which it is the
clrrier. The defendants' Ktions have deprived Houston Cellular ofmomhly acceu
charles and other per unit charles its customers would owe for additional
connections.

7 Althouah the d!maae is desaibable, Houston Cellular cannot reliably quantify it,
mala", the legal remedy inadequate.

8. The acts oHhe defendants are ana]ops to their havina installed unauthorized acca.
to a cable television network. This piracy injures tbe uUlity and it. lesitimato
customers.

9. No lInreprelented third-party nor any diftb. public interett is adversely affected by
the restrictions this injunction impolCS on Nelson and Hart.

B. Conchaions

1. TIle FCC orders were reaularly made. publilbed in the Federal Resister. and lerwd
Oft defendant. by publication. ~ U.S.C. f 552(a)(I). Sn abo. Fed. C1'Op Itu. \I.

~m/f. 332 U.S. 380. 384.15 (1947).

2. TheM orderl adopted by the FCC constitute orders widUn the meanms of f 401 (b)
(471J.S.C. § 401(b» ofthe Communication Act oi1934.

3. Emulation at1hc deetronic serial numbers oCccIuIar teIephona by NcilOn, Han. IUd
Action Cellulit ~ensions. Inc., violates the twO PCC oreI...

4. Section 40 I(b) of the Communication Act of 1934 aprealy I&ltborizes injunctive
relief tor a ,1I'tY injured by disobedience of 1ft FCC order. Th' prerequjsice of
irreparable iJtjwy need not be atabUshed w1we such injun&:ti~ relief is tq1ren1y
authorized by tIIUlte. C/1'Ii"dSlJItlJ \I. HtI1'J IIft'( C07p•• 41SF.2d 1038. 1045 (5th
Cir. 1969); a".. .,. Wtndnuh Par.,.~ 730 F.2d 1417, 1423 (l1tb Cir. 1914).
AJrhouSh Houston Cellular need only demonstrate that if hu been injured to lIdafy
dl'IWIdIrd, havinS t'ound that it wa. in taot irreparably injured by dtftndants' ICtI
and in an unount not susceptible to calculation, the c:ourt concludes that injunctive
reUeris available It common law.
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c. Injunction.

Based 0:'1 th_ tin:Hnas and conclusions, John C. Nelson, Jr., Daniel K. Hart, I...,d Action
CeDular Extensions. Inc., are enjoined permanently from emvlatiq electronic .erial numbers
ofceUular tel.phones for which Houston Cellular is the tarrier.

This restriction binds them and III those who may knowingty act in concert with them,
includinl employees, agents. iU\d consumcl"l.

1. Specifically, the defendants are enjoined 1tom alterins. uulferrina. emutatiftlor
manipubllina electronic serial numbers of cellular telephones fOr which HOUlton
Cellular is the carner except in strict compliance with the FPC orden.

2. The defendants shall produce immediaJ:ely to HOUlton CelluJar these documents,
includiDS tho. seized by the United States Marshal and others in their possesslon or
within their access:

A. All Usts, filM, records. or oth.. infonn.mQn gontliDina r.amtl,
addr.uet. or telephone ralmben ofeneit. tlr who. they altcrod.
transferred, emulated, or maaipuJlted tbc doctronic aerialllumbers 01
ctl1ular telephones from January 1, 1990, to MIrCh U, 1995.

B. All advertisement.. brochures, or other documents that advertised
services to the public for alterina, transf'eninl. emulatma. or
manipuJatin. the oJoc:tronic aerial numbers ofc.Uular telephones.

C. Documents in their possession that identifY other entities which otrer
JetVices to alter, transfer, emulate or manipulate the eleotroNc serial
numbers of ceU'J1ar telephones.

D. Docwnents evincing a business rdition or U'II1SICtio~ with
Technolol)', Inc:.

E. Aco.-. copy oflll data on any ItOI'll_ medium. indudifta paper­
bald, &x.ed-dbk. and l'IIDovabJt-d1sk data (hard. removable. 1Ioppy.
optIcIL and tape drivellDd JAM). HoultaJl CeOu1ar will reimburse
tn. ~lDtl fbr copyinJ costs iacumcl in proci\lCin8a hard copy.

3. WISh the exception ofHouston CeDu1ar aublCriben' service orden or eontraetl, the
de&nd&na.._tied to rIIIin the oriah'" oftbolld~ providinl HOUlton
Cellular with photocopiea. The c1erendaD+.s may ,.. pboto<:opies at the HCNa(on
Cellular subKribeu' .etYiCI orden or coatra.ct. only tor the purpose of auiIUns in
re-emulaaion. The detendaatl wUlsurrend. tD Hou.on CeDuIIr aU photocopies at
the completion ofthe re-emulation or upon written requert of'Houlton CeUuIar.

·3-
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- 4. This order doa not require that the defendants produce C2+ Technolol)'. Inc.,
proprietary information, equipment, or ICcelSories in any form.

-

S. This is a final jUdpu:nt. The coon retains jurisdietion to enforce the injunction and
the settlement trom which it arose.

Signed March 1~, 1995, at Houston, Texas.

.. "-'-
LynnN. Hughes

United States District Judi'
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IN THE UNtTED STAII::S UISTRICT COURT
FOR THE SOUTHERN DISTRICT OF TEXAS

HOUSTOl\ DIVISION

HorSTON CELLULAR § C.A. NO.
TELEPHONE COMPANY §

§
v. §

~
JOHN C. NELSON, iIldh1dually and §
d/b/a both C£LL TIMJ: CEI.IJULAR and 4
ACTION CELLULAR aad DANNY §
H.\RT, indiYiduaily .a.d IIth/. hoth §
ACTION CELLULAR aad ACTION §
CELLULAR EXTENSION § DEMAND FOR TRlA.L BY JURY

PLAINTIFF'S ORIGINAL COMPLA.l.vr AND
REQUEST FOR TEMPOR.lRV RRSTRAINING·ORDEK.

PRELIMINARy INJImCIION AND PERM.OI~:r INJtJNCTION

TO THE HONORABLE JUDGE OF SAlD COURT:

COMES ~OW HOUSTON CELLULAR TELEPHONE <:OMP~NY ("Houston

Cellular"), plaintiff herein, seeking :l temponry 1W1r&ining order, prelimiMl'y injunction and

p'::fluaueot injunctiOil. In support thereof, Houston Cel1ul"r would ~tiv~Jy ~hC'l\\' lJnto the

wUll 01:10 follows;

I.
JURISDICTION AND PAUlES

1. This case arises under tbc constitution, laws or treaties nf the Uniled Stares. 28

U.s,c. § 1331. Pursuant to 47 U.S.C. § 401(b), Houston Cellular seeks to prohibit defendants

from via_ orden (collectiVely the "ESN Orden} of the fed«al CommUDicalinn Commission

("FCC") now codified in pitt at 47 C.F.R 22.919(a).

2. Hc:mIOIl Cellular is a Texas general parmersbip with its principal place of busin~fl

at One Wesl Loop South. Suite 300, HoustoD, Texas nm.
3. Defendant John C. Kelson is an iDdividual residin, in Harris County and doiDg

business as both Cell Time Cellular. 5202 Sycamore Villas, Kinpood, Texas. m45 and Action

Cellular at 9100 Sou1hWe5l Freeway, Suite 150, Houston, Texas. Defendant John C. Nelson.

individually and doing business as Cell Time Cellular. may be served with process by serving
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John C. Nelson w ~202 S.fcamorc VIllas, Kingwood, Tex3.!:, 773'15. Defendant .loon r.. Nc'...,n.

iodL\l1dually anI! doing b~iJlc.:)~ as A,tioo Cellular. mny be ~rved al 9100 SouthWeif ff'l¥\\':lY,

~Ulte 1.50, Houston, Texas.

4. Defendant Danny Han, wJi\'idually and doinB bu.$incss n3 both Action Cellular and

Action <":ellular Extension, is an in(11vidual whu tcsides at 10210 forum West Drive, Hou~l(,)n,

Texas 77CJ3o. (In lllformation and belief, D-clIUlY Hi.ul. doinS business as Action Cellul3J', has an

office aI 9100 SouUlwest rreeway. Suite 1~, Houston, T~~. 'Slid may be ser.·cd at this nddrer..t;.

On information and behet, .LJanny Hart, individually and willI' Uusi1lC$5 as Action CcUulnr

Extension. may be served al lU21U t-orum West Drive, Houston, Te~ 7703G.

II.
VENUE

5. Venue is proper in thls disttict for two reasons. First, a substantial pan of the

evans ajVlnlt rise to Houstal Cellular's claim occurred in this district 28 U.S.C. § 1391(a)(2).

Second. defendants are individuals or entities with con~ts sufficiet1t to deem thtm residents of

this judicial district. 28 U.S.c. § 1391(c).

Ill.
SUMMARY Qf ALLEGATIONI

6. Pursuant to 47 V.S.c. § 4Ol(b) and Rule 6S(b) of the t-edera1 Rules or Civil

Proccaure, Houston Cellulae seeks a temporary restraining order. preliminary lflJuncuon and,

ultimately, a pennancnt injunction barring defendants from vio1atin~ the FCC's ESN urders·

Furthermore, pursuant to 28 U.S.C. 2201(a), Houston Cellular seeks an order from the court

de<.:laring the rishts and obligations of the puties.. specifically statina defendant'!! cannot al~.

transfer, emulate or manipulate the ESN of cellular telephones in violation of the FCC'~ ~

Orders. Punuant to 28 U.S.c. 2202, Houston Cellular seeks recovery or its reasonable and

oecessazy attem£ys• fees incWTed by prosecution of this action.

2
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IV.
FACTlAL BACKGROUND

7" Houston Cellular LS licensed b~ the FCC as the exclusive provider of ctllular

commu...1.ieatlon~ services on its authorized frequencies in the Houston Metropolitan Statistical

Area. which includes Hams, LIberty, Montgomery, Waller, Fort Bend and Brazoria Counties.

8. Defendant'S are engaged In the process of altering, manIpulating. Or emulating me
Electronic Serial Numbers 00 cellular telephones in violation of me FCC's ESN Orders.

9. The Electronic Serial Number ("ESN") is a 32 bit binary number that Wliquely

identifies a cellular mobile transmitter to a cellular system. It lS separate and distinct from the

phone's lQ..digit telephone number. One purpose of the ESN in a cellular telephone i~ similar to

the Vehicle Identification Number in an automobile. Specitical.ly. it uniquely identifies the

equipment to assisl in recovery. if it is stolen. More importantly. the ESN is designed to identify

an authori7ed subscriber and enable cellular licensees, like Houston Cellular, to authoriz.e system

\ISf4le and to properly bill for Cdlls made to and from a cellular telephone.

10. The alteration of a cellular telephone's ESN allows a person to simulate tbe si~-nal

of a different cellular telephone. This process, called emulation, allows ODe cellular phone lo

emulate. or imitate, another cellular phone. This allO\\'S a person to make a call on one ~lIular

telephone while actually charging the caB to another. Altt.--ration of an ESN facilitares fraudulent

and unauthonz.ea cel1ular calls. An UIwubori1..ed user of a cellular phone that has an altered ES!'l

can make numerous local and lon~ distance calJ~ and have \.be charges billed to a totally

lIn~u"f'CCting cellular customer. Alternatively. ESN alteI3Iion enables one cellular phone TO

~mnl"'f! another cellular phone beyond the detection abilities of cellular1i~. This enables a

custom« ,,) 11~ more than ODe telephone tor the same telephone number, thereby avoiding monthly

~ess chafFs r.-lJailrefld by Houston Cellular and other cellular licensees. By altering an ESN. a

<;~1Omer (aD fraudulenrly avoid payine the manhly access cbarae for multiple cellular phones.

resulting in a significant lost of rf!vp.n~ to Houstal Cellular.

3



11. Furthermore. HOllstOO Cf"lhl1ar ha.q reuntly offered a specia1lon~ distance 'Program

whereby. for a monthly fee. Houston C<!llular ""ill ~H()w frcc air time on allloDQ d!stan~ calls in

t~ Stale of TeX3S. Use of this lon~ distane~ program wtll ~1l()W a wstomer to caJllon~ distance

from hi, ccUWllJ' telephone and pay only the ~ charg~ by the ~Nfnmer's pre-selected long

dlsr.ance carrier. Houston Cellular will not charge for air time on such ("~1I'C:. AJteratim of an ESN

allows a cusromcr to have multiple cel1ul:u- phones coveRd by a single monthly (t't! raymcnt for (he

ions distan~ program. rC3Ulting in n suootnntialloss of revenue to Houston CeUll~r

12. A5 mo~ fully des;;ribcd i11 the 3ffic:b.vit of Robert Edwards. attacberl <tnd

incorporetle.O ~ Exhibit "A," def~dants John C. Nelson, individually :mo doing bUQnC'SS as C<!ll

Time cellular arlf.l ~ Al'.tiOll Cellular, have been engaged in the wwuthorizcd prolct.lce of alterinS.

trotnSfening, emulating Ul 1l1CiuipuIating the CSN of cellular telephonC8 to emulate other phones

subscribed to Houston Cellular. Sp"dficaHy, on or about September 29. 1994, for 3. $225.00 fee,

John NeIsoQ altered an ESN on a ceUulw phone prOVided to him to emulate a HoustoD Cellular

subscribed phone. In December of 1994, Robert EdwCUw. l'ehulled to John Nelson end received 0­

quote 01 $250.00 for the alte:ralion~ an additional ceUuIw- leI"phuuc.

13. furthermore. as more fully described til the afl1daviL of Rubeat Edwanb. auacbed and

incorporated herein as r..~bit "A." defendanLS Danny Han, indhidUi.illy and doing business u

Action Cellular and ACUQU cetlwar Extension are aJao engaged in the UmwtlU'i7.ed practice of

altering, transferring. cmulaUna or manipulating the ESN of cellUlar telepbona. S~Hll.al)y.on

or about Feb'uary 8, 1995, HoustoD Cellwar recetveci an ad OD Advetrax. The ad ~iIiudly

advenises "two ceUular phones, one cellular number:' t:ntitics not licensed by the fCC to provide

cellular service ca.anot provide this service set forth in tbe advertISement. Housron cellUlar bas nOl

autborizec1 any penon <X entity (0 alter or emulate ESNs for cetlular phones subsaibe<1 to its

setVice. SK Affidavit or Mike Hanafin. The Affidavit of Robert F..dwards de5cnbes a conversation

with Danny Hart wherein he lIdmitte1 thar for $~.OO he would alter the bSN of a cellular phOne

to emulate a Houston Cellular sublcriber's phone.
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V.
fCC REGULATIONS

14. On May 4. 198L the FCC releac;ed an Order ~ntltlcd "An InqUIry Into the Use of

the Bands 825-845 MHz and SiCJ..890 MHz for Cellular Communications Systems; and

Amendment of Parts 2 and 22 of the Commissioo's Rules Relative to Cellular Communica1ions

Systems," 86 F.C.C.2d 469 (1981) in which it, among other thing~, adopted technical

specifications for £he use of cellular telephones, including a requirement that each phone have a

unique ESN. ~ 86 F.c.c.2d at 508 & n.78. 573, and 593. This FCC Order (the "FiCit ESM

~") was published in the Federal Register on May 21, 1981 (46 Fed. Reg. 27655) wifh

correctiom on JW1e 16. 1981 (46 Fed. Reg. 31417.) A copy of this Brn ESN Order is attached as

Exhibit "B." On September 9. 1994, the FCC released an Order entitled "Revision of Part 22 of

the Comm.i5~ion Rules Governing the Public Mobile Services." This FCC Order (the "S~nd

ESN 0rc1cr'') was published In lhe Federal Register on NO\:ember 17, 1994 (59 Fed. Reg. 595(2).

iTlle First ESN Order and Seqmd ESN Order are collectively referred to herein as the~

Orders.) A copy of the second ESN Order is anached as Exhibit "C."

15. in response to an FCC Notice of Propotied Rule Making, released June 12. 1992. 7

Ee.C. Red. 3658. and published in the Federal RegiSler July 1. 1992 (57 Fed. Reg. 29260),

C2+ Technology. a company that altered ESN!, requested the FCC to amend the Commission's

fUl~ and allow companies lO market ancillary cellular equipmenL that emulates ESNs for the

~ll~ of allOWing more than one cellular telephone to have the same telephone number. ~

pata~ph ft7 nf F.'l:hibit "C."

16, Tht'! FCC specifically rejected the proposed amendment of the emulator. The

Commission wrot~:

Fw1M. Wt'! C'.llnc1ude tbal the practice of alteriDa cellular~ to
"emulate" ESNs 'Without ~vinl the permission of the relevant oellul.
licensee should nnt ~ allowed bec::ause (I) simultaneous use of cellular
telephones fraudulently cmitti.q the same ESN without the liceasee's
permissioD could ('jIlllR1: problems in some cellular SVStelDS. such M
errooeous traebns or billing; (2) fI'8tdlleDt use ofs~ pwacs Without !he
liocDHe's permiuioa ronfd deprive cellular carnes d monthly pel
seJepae revenues to which !bey arc CDlided: aDd (3)~a1~~
n(')t 3lu:horued by the c:arrift, wnuld t.herefore not fall WIthin \he licensee 5
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()lank.el 1i,~n3c, nnd thw; would be urJic~nS('.d Trnn"m:tten; in \10latlon of
SeGtion 301of the Act.

s~ paragraph fj() of ExtubJl "c. ,.

17. The Commission [wthcr concluded:

NcvCftheles~, \\ith regard to existing equipment. we conclude that cellular
telcphoD~ with alte~ I:SNs do not C<'lmply with tb~ ('~l1l1IM ~~em

compatibility specification' and thus mav not be considered authorized
equipment under the i)ri~Ut1 type ~ptan". AccordinsIY, II consumer's
knol\;ng use of su<:h al~red eqwpment would violate our rules. ',\;; furth~
be!.leve nw any ID41Vlslual VI 00Q1DMY that knqwind)' altm >elJular
_phones TO cause~ to transmit 10 ESN ol;bcr than the one QriiiIJilly
InstMllp.1 by the manucurer is aiWl&¥ ill the VlOtgOO of our rul.· Thw.
we adyiSC all sellular licenses and subfgibm UJI1 the use of the C2±
aJ.1m;d cell llIar t(1ephOlle5 constitutes S\ viot\1.liq!l of the Act and our rul~

See paragraph 62.2 (~hasi~ added).

In conclusion, in its Wad I;SN Order.. the FCC dearly stated (l J usc of alterw cellular

telephones CODstirutes a violation of both the Communications Act of 1934, aq amended. anu the

First ESN Order as codified in Commission rules, and (2) any company that knOWingly a1~1~

cellular telephones is 44aiding in the violation c:i our [FCq rules."

VI.
aOUoT FOR DMPOBA1l USTBAlNlNG QIDIR

)8. Pursuant to 47 v.S.c. § 401(b) and Rule 6S(b) ci t~e Federal Rules ot Civil

Procedure, Houston Cellular seeks a temporary restraining order from the coon a~king the court

(1) to enjoin defendants from altering, 1J'ansferring. emulating or manip1lating the ESNs of cellular

telephones and (2) thaI all records. computer disks. and other information concerning altered

telephones be preserved in their current state. As shown by the affidavits and evidence attached

1~ previous 47 CFR § 22.915. which became new 47 CFR § 22.933, adopted in the
Second ttSN urdcr·

2The s.md ESN Order also revised § 22.919(c). effective January 1, J.99S. to reqUite all
manufa<:tU~n or cell. tdepb:)ncs to <bien tlMir ralephonel such that JDy ::lnempt to remove.
tamper with, or change the ESN chip, will render the mobile transmitter inoperative•. Thus. in n~w
telephones. Houston Cetlulw ~Jd other cellullir liccasees 4thouJd not be pla~~ "1tJot mmpe.m~
that alta: ESNs In violalion of the law. Any attempt to alter the ESN will mtder the cellular
telephone inoperable.
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